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1
Decision/action requested

Approve extension of the SBA study item to incorporate inter-PLMN user plane aspects.
2
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3
Rationale

In the LS [2] on User Plane Security for 5GC Roaming, GSMA 5G Joint-Activity (5GJA) asks SA2 and SA3 "to provide feedback on the requirements to deliver security enforcement on the N9 reference point, and also when such specifications providing a solution will be made available."
We believe that work on Security for inter-PLMN user plane traffic (N9 reference point) should be part of the expected work on eSBA security. 

Therefore, we propose to extend the study item [1] on SBA security to incorporate Security for inter-PLMN user plane traffic (N9 reference point). The proposal is formulated in such a way that it can be easily merged with the expected SID update for general eSBA security work.
4
Detailed proposal
*** BEGIN CHANGES ***

3
Justification

3GPP Release 15 introduces a service based representation of the 5G core network for the very first time. This so-called Service Based Architecture (SBA) has fundamental impacts on the way new services are created and how the individual Network Functions (NF) cooperate – not only is the core network decomposed into smaller functional elements, the communication between these elements is also expected to be more flexible, routed via a common service bus. A more open and adaptable system design necessitates different approaches to enforce the security requirements of 3GPP systems, whilst not impeding flexible service creation and future innovations.

Along with the abovementioned architectural changes, SBA further introduces changes to the protocol stack and serialization format of the 5G core network. These as well will have to be studied by SA3 and may result in additional requirements for further Stage 3 work concerned with the design of Service Based Interfaces (SBI). 

Security for inter-PLMN control plane signaling was a major part of the SBA security work for Rel-15. However, security of inter-PLMN user plane traffic also needs to be studied, for example to protect a network from invalid incoming traffic over the N9 reference point. 
4
Objective









The objective of this study item is to investigate the following security aspects related to eSBA in 3GPP Rel-16:

-
[general eSBA security aspects] 
-
Security for inter-PLMN user plane traffic (N9 reference point), namely:


-
Binding of incoming user plane traffic over N9 to signalling sessions, 
-

Protection of sensitive user data sent on N9 from eavesdropping and manipulation, and


-
Improved flexibility for protection of data exchanged on N9, e.g.



-
Study protection requirements dependent on use case, 



-
Study adding TLS as an option in addition to the use of IPsec. 


*** END CHANGES ***

